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Certificate in Enterprise Network Administration (CCNA)

Enterprise Network Administrator 

·  Internetworking
·  Ethernet Networking and Data Encapsulation
·  Introduction to TCP/IP
·  Subnetting & Supernetting
·  VLSMs, Summarization, and Troubleshooting 
     TCP/IP
·  Internetworking Operating System (IOS)
·  Managing a Cisco Internetwork
·  IP Routing
·  Open Shortest Path First (OSPF)
·  Layer 2 Switching
·  VLANs and Inter-VLAN Routing
·  Security
·  Network Address Translation (NAT)
·  Internet Protocol Version 6 (Ipv6)
·  Enhanced Switched Technologies
·  Managing Cisco Devices
·  IP Services
·  Troubleshooting IP, IPv6, and VLANs 
·  Enhanced IGRP
·  Multi-Area OSPF
·  Wide Area Networks
·  Building a Simple Network
·  Ethernet Local Area Networks
·  Wireless Local Area Networks
·  Local Area Network Connections
·  Wide Area Networks Connections
·  Network Environment Management
·  Medium-Sized Switched Network Construction
·  Medium-Sized Routed Network Construction
·  Single Area OSPF Implementation
·  Access Control Lists
·  Address Space Management

Managing Network Routing 

·  Understanding Basic Network Principles and 
    Challenges
·  Con�iguring and Verifying Layer 2 Technologies
·  Identifying, Con�iguring and Verifying Layer 3 
    Technologies
·  Con�iguring and verifying Routing Protocols
·  Con�iguring and verifying OSPF
·  Implementing BGP
·  Con�iguring and Verifying VPN Technologies
·  Implementing Infrastructure Security
·  Implementing security con�igurations for 
     Infrastructure service

Managing Complex Multi-Site 
Network Infrastructure

Enterprise Network Security

·  Campus Network Design
·  Understanding basic network principles and 
     Challenges
·  Infrastructure Security
·  Implementing Infrastructure Services

·  Security Concepts
·  Security Access
·  Virtual Private Network
·  Secure Routing and Switching
·  �irewall Technologies
·  IPS
·  Content and Endpoint Security
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